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SH: 383 /LD Khénh Hoa, ngay 14 thang 10 nam 2022

V/v 15 héng bao mat c6 mirc anh hudng
nghiém trong trong FortiOS va FortiProxy

Kinh gui:
- Cac ban, don vi truc thudc Lién doan Lao ddng tinh;
- Cong doan cip nganh;
- Lién doan Lao dong cap huyén;
- Cac Cong doan co s truc thudc.

Thue hién Cong van sO 2990/STTTT-CNTTBCVT, ngay 12/10/2022 cioa S¢
Thong tin va Truyén thong va Cong van s6 1547/CATTT-NCSC, ngay 10/10/2022
cua Cuc An toan thong tin v& viéc 15 hdng bao mat c6 mirc anh huéng nghiém
trong trong FortiOS va FoitiProxy.

Theo ndi dung Cong van s6 1547/CATTT-NCSC, ngay 10/10/2022, Fortinet
da cong bd thong tin vé 156 héng bao mat CVE- 2022-40684, anh huong nghiém
trong trong cac san phdm FortiOS va FortiProxy cua minh. Lo hong nay cho phép
déi tugng tin cong chua xac dinh chiém quyén truy cp vio giao dién quan tri tir
Xa.

ua cong tac giam sat an toan khong gian mang qudc gia, Trung tim Giim
sat an toan khong gian mang quéc gia (NCSC), Cuc An toan thong tin, ghi nhan
ma khai thac cua 16 hong nay da duge mot so nhom tAn cdng mang str dung dé tan
cong vao hé théng thong tin cua nhiéu co quan, to chire. Vi vay, mirc do anh huong
ctia 15 hong CVE-2022-40684 1a nghiém trong, can thyc hién ra soat va nang cap
phién ban hodc ap dung bién phap khic phuc thay thé ngay lap turc.

Viéc khai thac thanh cong 16 hong néu trén co thé cho phép dobi tugng thuc
thi ma tu xa, tan cdng néng cao ddc quyen trong hé thong muc tiéu, tir d6 c6 thé
chiém quyén diéu khién toan bo hé thong.

Nham dam bao an toan thong tin cho hé thong thong tin cua cac ban, don vi,
Cong doan cap nganh, Lién doan Lao dong cép huyén, cac Codng doan co so truc
thugc, Ban Thuong vu Lién doan Lao dong tinh Khanh Hoa dé ngm cac ban, don
vi, Cong doan cap nganh, Lién doan Lao dong cap huyén, cac Cong doan co so
true thude thue hién mot sé ndi dung sau:

1. Kiém tra, ra soat cac san pham FortiOS va FortiProxy dang su dung co
kha nang bi anh huong boi 16 hong trén. Thuc hién ning cap 1én phlen ban moi
nhit dé tranh nguy co bj tdn cong; trong truong hop chua thé nang cap can thuc
hién thiét 14p chinh sach dé han ché quyén truy cap cac dia chi IP vao giao dién
quan tri theo huéng dan tai Phy luc kém theo Cong vin s6 1547/CATTT-NCSC

(gui kém Cong van nay).
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2. Tang cuong giam sat va san sang phuong 4n xir Iy khi phat hién c6 dau
hiéu bi khai théc, tén cong mang; thuong xuyén theo ddi kénh canh béo cia céc co
quan chirc ndng va céc t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

3. Khan truong thong bao ndi dung vén ban nay dén tat ca cac Cong doan co
s& truc thude dé to chire trién khai thuc hién.

4. Guri két qua thyuc hién vé Van phong Lién doan Lao dong tinh qua hop
thu: Idldtinhkhanhhoa@gmail.com trudce ngay 25/10/2022.

Qua trinh thuc hién néu ¢6 vudng mic, d& nghi céc ban, don vi, Cong doan
cap nganh, Lién doan Lao dong cap huyén, cac Cong doan co s¢ tryc thudc lién hé
dau méi thuong truc Poi Ung ctru khén cép su cb an toan thong tin mang tinh
Khéanh Hoa (dién thoai: 0258.3563533 - Thur dién tu: cntt.stttt@khanhhoa.gov.vn)
dé duoc huéng dan, hd tro.

Ban Thuong vu Lién doan Lao dong tinh Khanh Hoa R nghi cac ban, don
vi, Cong doan cép nganh, Lién doan Lao déng cap huyén, cac Cong doan co so
truc thudc quan tam thuc hién./.

TL. BAN THUONG \4Y

Noi nhin:

- Nhu kinh giri;

- $& Thong tin va Truyén thong Khanh Hoa (b/c):
- Thuomg truc LDLD tinh;

- Luu Vin thu.




Phulue
THONG TIN VE CAC LO HONG BAO MAT
(Kém theo Cong van so A5¥t/CATTT-NCSC ngay M0 /10 /2022
cua Cuc An toan thong tin)

1. Théng tin cac 16 hong bao mat
- M ta: L3 hong anh huong dén FortiOS va FortiProxy, cho phép d6i tuong

tAn cong chua xé4c thuc c6 quyén truy cip vao giao dién quan tri tir xa thong qua
HTTP/HTTPS requests doc hai.

- Anh hudng: FortiOS phién ban 7.0.0 dén7.0.6;7.2.0dn7.2.1 Forthroxy
phién ban 7.0.0 dén 7.0.6, 7.2.0.

2. Huéng din khic phuc

Bién phap t6t nhit dé khic phuc 16 hong bao mat néi trén 12 cap nhit 1én
phlen ban mai (FortiOS 7.0.7 va 7. 2.2, FortiProxy 7.0. 7va7.2.1). Trong truomg
hop chua thé nang cap, Quy don vi can thuc hién bién phap khic phuc tam thoi
biang cach thiét 14p chinh séch va han che quyen truy cép céac dia chi IP vao giao
dién quan tri, trién khai xac thuc da yéu t6 (MFA) dé khong bi 16 thong tin giao
dién quan tri va tranh nguy co bi tan cong khai thac.

3. Tai liéu tham khao

https://www.tenable.com/blog/cve-2022-40684-critical-authentication-
bypass-in-fortios-and-fortiproxy

https://docs.fortinet.com/document/fortigate/7.2.2/fortios-release-
notes/289806/resolved-issues

https://docs.fortinet.com/document/fortigate/7.2.0/best-
practices/127480/user-authentication-for-management-network-access




