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V/v 16 h6ng bAo mat c6 mric 6nh huong
nghidm trgng trong FortiOS vi FortiProxy

Kinh grii:

cgNc HoA xA ngr cnu xcHiA VIET NAM
DQc l$p - TF do - Hanh phric

- C6c ban, don v! tryc thuQc Li€n doirn Lao dQng tinh;
- C6ng dohn cdp ngdnh;.
- l,i€n doirn Lao tlQng cdp huyQn;
- Cric C6ng dodn co sd trqc thuQc.

Thuc hiQn C6ng vdn sii zggOZSfffT-CNTTBCvT, ngdy 1211012022 ctaSd
Th6ng tin vd TruyCn th6ng vir C6ng vin sO tS+ZUCATTT-NCSC, ngdy 1011012022

cta Cgc An toirn th6ng tin v3 viQc l5 hOng bio m4t c6 mirc 6nh huong nghidm
trgng trong FortiOS vd FoiliProxy.

Theo nQi dung C6ng vdn sd $qlrcSTTT-NCSC, ngity 1011012022, Fortinet
di c6ng b6 th6ng tin v6 15 h6ng b6o mdt CYE-2022-40684,6nh huong nghidm
trgng trong c6c s6n ph6m FortiOS vir FortiProxy cta minh. L6 h6ng niy cho ph6p

diSi tuqng t6n c6ng chua x6c dinh chi6m quyAn truy c{p vdo giao diQn quin tr! tir
xa.

Qua c6rrg tic gi6m s6t an toirn kh6ng gian m4ng qu5c gia, Trung t6m Gi:im
s6t an toirn kh6ng gian m4rrg qrr6c gia (NCSC), Cqc.An toirn th6ngtin, ghi nhgn

md khai th6c c[ra 16 h6ng ndy dd dugc mQt sO nh6m tdn c6ng mpng s[r dqng tl6 tAn

c6ng-viro hQ thi5ng th6ng tin cira nhidu co quan, t6 chirc. Vi vay, muc dQ 6nh huong

cira 16 h6ng CYE-2022-40684 ld nghidm trong, c6n.thuc hiQn rd so6t vir rrdng cAp

phi6n b6n ho[c 6p dung biQn ph6p khnc phgc thay th6 ngay lQp tuc.

ViQc khai th6c thirnh c6ng 15 hOngn€u tr6n c6 th6 cho ph6p di5i tugng thqc
thi mZ tir xa, tAn c6ng n6ng cao d4c quy6n trong hQ th6ng mgc ti6u, ttr d6 c6 th6

chi€m quy6n di6u khi6n toirn bQ hQ th6ng.

Nhdm dim b6o an toirn th6ng tin cho he.th6ng th6ng tin ola cdc ban, don vi,
C6ng doirn c6p nginh, Li€n dodn Lao d6ng c6p huyQn, cric C6ng dodn co sd tryc
thuQc, Ban Thucrng vr,.r Li6n dodn Lao dQng tinh Kh6nh Hoa d6 nghi ciic ban, don

vi, C6ng dodn cAp ngdnh, Li6n doirn Lao dQng c6p huyQn, c6c C6ng doirn co sd

tryc thuQc thgc hiQn mQt si5 nQi dung sau:

l. Ki6m tra, rir so6t cdc sdn phAm F'ortiOS vir FortiProxy dang sir dyng c6

khd ndng bi 6nh hurvng bdi 15 hdng tr6n. Thgc hiQn ning c6p l€n phiOn bdn m6i

nh6t dC ir6nh nguy .o1i t6n c6ng; trong truong hqp chua th€ ning c6p cin thgc

hi€n thi6t lap chinh s6ch d6 h4n ch6 quydn truy c4p cric di9 cli f ve9_giao di6n
qu6n tr! theo hu6ng din tai PhU lgc kdm theo COng vdn s6 \547/CATTT-NCSC
(giri kim C6ng vdn ndy).

Khdnh Hda, ngdy l4 thdng l0 ndm 2022
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2. Tdng cudng gi6m set va sAn sdng phuong 6n xri ly khi ph6t hien c6 d6u
hi€u bi khai th6c,tdn c6ng mang; thuong xuy6n theo ddi k€nh c6nh b6o cta c6c co
quan chric ning vd c6c td chuc lon vd an toin th6ng tin d6 ph6t hiQn klp thdi cric
nguy co tAn c6ng m4ng.

3. KhAn trucrng th6ng bd,o n6i dung vin ban ndy diSn rit ci c6c C6ng dodn co
s0 truc thuOc d6 t6 chric tri6n khai thuc hi€n.

4. Giri k6t qu6 thuc hiQn v6 VEn phdng Li€n dodn Lao d6ng tinh qua h6p
thu: ldldtinhkhanhhoa@gmail.com truoc ngdy 25 I 1012022.

. Qu6 trinh thuc hi6n n6u c6vudng mic, d6 nghi c6c ban, don vi, C6ng dodn
cAp ngdnh, Li€n doirn Lao dQng c6p huy-Qn, c6c C6ng doirn co so tryc thugc li6n h6
dAu m6i thudng trgc D6i Ung criu khAn cdp sg c5 un todn th6ng tin mang tinh
Kh6nh Hda (di6n,thoai: 0258.3563533 - Thu di6n tt: cntt.stttt@khanhhoa.gov.vn)
d6 dugc hu6ng dAn, hO tro.

Ban Thucrng vU Li6n dodn Lao dQng tinh Khrinh Hoa dd ngh! c6c ban, don
vi, C6ng dodn cAp nginh, Li6n dodn Lao d6ng c6p huy6n, cric CI6ng dodn co s6
truc thu6c quan tAm thyc hiQn./.

Noi nhfn:
- Nhu kinh gr"ri;

- Sd Th6ng tin vd Truy6n th6ng I(h6nh Hda (b/c);
- Thudng truc LDLD tinh;
- Luu VAn thu.
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Phq lgc
THO\c rIN vE cAc rO HoNG BAo MAT

(Kim theo C6ngvan sii t5|T/CATTT-NCSC ngdy)0 ilO /2022
cita Cuc An todn thdng tin)

1. Th6ng tin cric 16 h6ng bio mit

- MO ti: L6 h6ng 6nh huong tliin FortiOS vd FortiProxy, cho ph6p aiii tuqng
tAn c6ng chua x6c thUc c6 quy6n truy cQp vdo giao diQn quarl E tu xa th6ng qua

HTTP/HTTPS requests tlQc hai.

- Anh hu0ng: FortiOS phi6n bin 7.0.0 d6n 7.0.6;7.2.0 ddn7.2.1, FortiProxy
phi€n bin 7.0.0 d6n 7.0.6,7.2.0.

2. Huring din khic phgc

BiQn ph6p tOt nh6t aC mr6c phgc 16 h6ng bio mQt n6i h6n ld c4p nhQt l€n

phi6n bin m6i (FortiOS 7.0.7 vit7.2.2,FortiProxy 7.0.7 vd7.2.1). Trong trulng
irqp chua th6 ndng c6p, Quf d<rn v! cAn thsc hiQn biQn ph6p kh6c phpc tsm thdi
bing crich ttri6t l?p chinh s6ch vd h4n ch6 quy6n truy.c{p c6c dfa chi IP viro giao

diQn qu6n t4, ti6n khai x6c thsc da yiiu ti5 6Urel dii ttrOng bi l0 th6ng tin giao

diQn quin tri vd tr6nh nguy co bi t6n c6ng khai th6c.

3. Thi liQu tham khio

https://www.tenable.com/bl oglcve-2Q22-40684-critical-authentication-
bypass-in-fortios-and-fortiproxy

https : //docs. fortinet. com/do cument/fortigat e I 7 .2.2 I fortios-release-

notes/289806/resolved-issues

https://docs.fortinet.com/document/fortigat el 7 .2.0 lbest-

pr actices I I 27 48O/user-authentication-for-management-network-access


